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ABSTRACT

Android is now the world's (or one of the world’s) most popular operating system. More and more
malware assaults are taking place in Android applications. Many security detection techniques
based on Android Apps are now available. The open environmental feature of the Android
environment has given Android an extensive appeal in recent years. The growing number of mobile
devices are incorporated in many aspects of our everyday lives. This paper gives a detailed
comparison that summarizes and analyses various detection techniques. This work examines the
current status of Android malware detection methods, with an emphasis on Machine Learning-
based classifiers for detecting malicious software on Android devices. Android has a huge number
of apps that may be downloaded and used for free. Consequently, Android phones are more
susceptible to malware. As a result, additional research has been done in order to develop effective
malware detection methods. To begin, several of the currently available Android malware detection
approaches are carefully examined and classified based on their detection methodologies. This
study examines a wide range of machine-learning-based methods to detecting Android malware
covering both types dynamic and static.
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1. INTRODUCTION

Android is the most popular smartphone platform
in today's market, and its popularity is growing by
the day, Malware includes viruses from
computers, worms, backdoors, spyware, Trojans
and other harmful systems [1]. There are many
malware strategies that target the Android
platform without the victim's awareness. This is
done by transferring confidential information
[2,3].The Android operating system is usually
regarded as the most popular and the most
regularly affected [4]. The quick growth of the
mobile Internet has made Android the smartest
terminal operating system in the world, Mobile
malware has become a serious cyber security
problem [5,6].The phrases 'virus' and 'malware'
are often used yet vary technically. Malware is a
comprehensive phrase including all kind of
malware, by accessing the infected folder or
application, the victim is woken up to the
infection [7]. The virus might erase or encrypt the
data while it is running the infection. In addition,
the software may be changed or system features
may be disabled, the software detection system
focuses on the qualities both of the execution
and of the source code of the program, the
software detection system focuses on the
qualities both of the execution and of the source
code of the program Android malware detection
techniques and machine learning [8]. Malware
analyses are a procedure that detects software
programs to determine their behaviour,
functioning and whether or not they are malware.
Methods of Android malware detection may be
classified or also dynamic analysis [9,10]. This
indicates that every 10 seconds a new Android
malware application is being identified, Malware
detection technique may be classified as static
detection, dynamic detection and hybrid
detection in three categories [11,12]. Since
android is the most common operating system
used for Internet access. Android includes an
operating system, an app framework and key
apps. Each Android app is segregated from other
applications [13,14]. Machine Learning
algorithms and methods have reached a high
accuracy in malware detection among the
several methods in the detection of malware
[15,16]. Many mobiles with several operating
systems are available. Android is a mobile open
source operating system that can be accessed
on numerous devices. Android devices are
activated every day according to Google 1.3
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million, the risk of malware will rise by extending
mobile phone capabilities [17].

Mobile malware is malicious software targeting
mobile phones or PDAs causing system crashing
and private information loss or leak [18].
Personal digital assistants (PDA) As wireless
telephones and PDA networks are increasingly
popular and sophisticated, ensuring security and
protection against electronic attacks in the form
of viruses or other malware is increasingly
difficult [19].

Mobile malware is malicious software aimed at
mobile phones or wireless Personal Digital
Assistants (PDA), due to system breakdown and
private information loss or leaking [20].

The detection of malware is the scanning
procedure for computers and malicious files [21].
It detects malware effectively, because there are
several techniques and procedures involved [22].
It's not a single way, it's very complicated. It
simply takes less than 50 seconds to malware
identification and eradication [23].

Checking for Android malware: Go to the Google
Play Store app on your Android smartphone. Tap
on the button of the menu [24]. Google Play
Protect will then tap. To compel the device to
check for malware, tap the scan button [25].
You'll notice an opportunity to uninstall any
dangerous applications on your smartphone [26].

How to remove malware and viruses from your
Android smartphone: Power off your phone and
safely boot back [27]. Press the power button to
access Power Off, deactivate the suspicious
program, and find other applications that you
believe may be infected by the mobile security
application [28].

You will frequently not instantly detect an
infection as the spyware might run sleeping while
you're using your phone [29]. Some performance
problems are a normal wear-on-phone symptom.
These symptoms may, however, also be an
indication of malware at work [30].

When you download or install an infected
software, malware spreads across the computer.
You also write an email or a link in your PC [31].
After malware comes into your computer, it
connects to several files and overwrites the data.
When malware is sent across the network, the
machine is infected [32].
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In most situations, antivirus is not necessary for
Android smartphones and tablets [33]. However,
it's also true that there are Android infections and
the antivirus with helpful functions may offer an
additional safety layer [34]. You can download
the finest Android antivirus app. Mobile Security
Bitdefender [35].

The reputation of Android for safeguarding its
fragmented environment is not good - the broad
opinion is that iPhone are more secure [36]. But
you can get an Android and simply lock it down.
With an iPhone, not like that. It is more difficult to
attack Apple's gadgets, but also to safeguard
[37].

Signature-based detection employs malware
identification viral codes [38]. Malware has a
unique code to identify it [39]. The malware
scanner captures the code and transmits it to a
cloud based database when a file enters the
machine [40]. The virus prevents the file from
being removed from the computer [41]. In brief, a
computer and its network can be havoced by
malware. It is used by hackers to steal
passwords, destroy information and inoperative
machines [42]. A malware infestation can cause
various difficulties that impair your business' day-
to-day functioning and long-term security [43].

The type of machine learning seen in a large
number of antimalware software seeks to learn
the harmful files that are benign based on
malicious and benign code databases [44].
Malware evolves quickly, therefore the
algorithms also need to adapt fast [45]. Detection
of abnormalities (or external detection) is a
discovery of uncommon objects, occurrences or
observations that trigger suspicions that are
substantially different from most data [46]. Many
significant issues have been demonstrated to be
undecidable in malware analyses. These
difficulties include virus detection, unpackaging
detection, malware samples being matched to a
number of templates and trigger-based behavior
detection [47].

There are two approaches to malware analysis —
static analyzes or dynamic analyses. The
malware sample is checked without detonating it,
but the virus is really run in a controlled, remote
setting with dynamic analysis [48]. The purpose
of malware analysis is to learn how a certain
component of malware works to help secure the
networks of a company. In general, static
malware analyzes are difficult yet worthwhile
[49]. The following | would recommend: Know
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what to ask questions Without a purpose, you
don't begin an analysis [50].

I've usually referred to two primary parts of the
process when discussing malware analytics:
computational analysis and code analysis [51].
Most Virus is written in a language of middle
level, and after the code is done the malware is
compiled to make it readable across the
operating system and/or hardware [52]. The code
is not readable or readable by people at this level
[53]. Malware analyst is uncommon and
demanding. A expert in one competency is
excellent but it is also useful to be a generalist
with several talents [54]. Therefore, be open-
minded and decide what you love [55]. For a few
of months, | have been able to accomplish this
work [56]. Malware is a collective word for a
number, including viruses, ranching software and
spyware, of malware types [57]. In the short
term, malware usually includes code written by
cyber attackers which causes severe data or
systems damage or illegal network access [58].

This research addresses the issues related to the
risks and malware problems faced the Android
operating systems. The style of the depended
methodology is structured as explaining the
general related theory to be a ware of the
addressed subject, then followed by a detailed
survey of what have been depended and
proposed by previous works.

2. MALWARE TECHNIQUES DETECTION

Malware methods are used to identify malicious
software and prevent computer system infection,
therefore preventing it from losing potential
information [59]. Abandonment of the system.
Three methods to detect and categorize malware
have been identified:

Detection on permission basis.
Detection on the basis of signature
Methods based on pacification [2].

2.1 Malware Based on Machine Learning
Android Malware Schemes

Application of machine learning, which has been
defined by different academics, is an artificial
intelligence research branch [60]. Machine
learning, according to, comprises of a series of
approaches for automating predictions on the
basis of historical data [61]. Machine learning
can be separated into five paradigms with
various theoretical notions based on a
comparison between the master's learning
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algorithms and activities carried out by the
human brain: symbolists, connectivity,
evolutionist, Bayesian and analogizer [62]. Each
machine learning category has its own fields of
study and algorithms [63].

2.2 Android Malware's Risks

Once a malware-infected Android OS is installed,
users are exposed to and are exposed to several

Malicious executables
from the Malicia

project

risks. Some of the possible problems that can
occur are:

Database loss

Theft of personal data that may lead to
Dieft of identity

Users' spying

Telephone remote operation

Ransomware causing financial loss [5].

Benign executables
collected from different
Windows systems

v

Disassemble all the malicious and
benign and retain only the opcodes and
their occurences

v

Randomly split the data for training
(2/3rd) and testing (1/3rd) of both the
malicious and benign dataset separately
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=

Fig. 1. Malware Detection flowchart [64]
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2.3 Random Forest Algorithm

The random forest provides random selection
attributes based on decision-making trees. The
classic decision tree selects an excellent attribute
in the current node attribute set [47]. The random
forest picks a subset of the k characteristics in
the set of node characteristics randomly. And
then chooses an ideal attribute for the partition
from the subset [65].

2.4 Android Malware Based
2.4.1 Classification

Machine learning involves statistics and theory of
probability. The learning model of the machine is
primarily designed to provide algorithms that
allow the computer to learn [66].

2.4.2 Static analysis

Static analysis is used to decompile the
application to retrieve the code file and extract
the features without executing the application
software via reverse engineering. These
characteristics are static [67].

2.4.3 Dynamic analysis

The dynamic analysis approach is to replicate
the behaviour of the user by executing the
program and to identify if malicious software is
based on the program's real functioning [68,69].

2.5 Algorithms for Machine Learning

There is an enormous range of classifiers that
can be utilized for machine learning. Once the
current techniques to machine learning have
been intensively studied, the downsides and
advantages of succeeding algorithms have been
highlighted such that | consider that | am
particularly willing to be able to identify malware:

1) K-Nearest Neighbor (knn): Although it is
claimed to be an extremely simple algorithmic
program (silent algorithms) and performs quickly,
it is improper or not very rewarding as soon as
the training set is blare or outliers undergoing.

2) Subject Vector Machine Support (SVM):
method comprises a robust and intricate
theoretical and abstract basis, since it typically
performs more than alternative algorithms for
classification outcomes.
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3) Decision Tree (J48): might be a classification
tree which hopes to categorize the instances
properly with functional values. There are nodes
and distribution leaves in a decision tree.

4) Neural networks (NN): is another extremely
productive, human-brain-based machine learning
method. Neural networks methodology is
nevertheless longer than alternative clinicians,
and is considered to be troubling or rigorous, in
which real time might be limiting in any malware
detection system.

5) Naive Bayes (NB): presume that the structures
are casual sovereigns and calculate its potential
for the decision to be appealed [70].

3. RELATED WORK

The effective and precise detection of malware.
This study provides an effective and accurate
solution to this problem, called SAMADroid, a
new 3-degree hybrid malware detection model
for Android operating systems, Some of the
latest malware identification and protection
methods were studied in detail. SAMADroid is a
new malware identification model that combines
the advantages of static analysis, dynamic
analysis, and intelligence learning. Based on the
advantages and disadvantages of current anti-
malware technologies [4]. Many attacks targeting
Android phones may be carried out, mostly by
the development of applications. Some
classification algorithms have been evaluated in
their research to assess best performance.
Algorithm when it comes to malware
identification android. An Android device data
collection was collected from fig share and used
for information in the Waikato environment,
Training and research analysis (WEKA),
calculated by accuracy, false-positive rate,
accuracy, retrieval, f-method, receiver operating
curve (ROC) and root-mean square, Mistake
(RMSE). Multi-layer perceptron’s were found to
work best with 99.4 percent accuracy, their
project was designed to test Android malware
classification algorithms [5]. A security detection
approach based on the Metropolis algorithm is
proposed in their article on Android introduce a
concept method named PPMDroid to conserve
bandwidth and speed up the process with many
optimizations [71]. Today, in all countries, the
usage of cell phones is increasing and sadly,
cyber criminals are constantly targeting mobile
phones. The key cause of this kind of assault is
the malicious software that a consumer
downloads from reputable media like Play store,
the App Store and everything. Their framework is
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a smartphone android technology focused on
deep learning. In order to detect the malicious
actions of an algorithm the application can
conduct static and dynamic analysis. When
security makers used signature detection to
detect a ransomware, attackers began to create
a new signature to circumvent those solutions.
This reduced the reliability of those solutions
apps [72]. This approach evaluates the 24 risky
allowances of Android using the Metropolis
algorithm; Removes permissions for uncertainty,
extracts characteristics of permission. [65].

An Android learning machinery and systems
been built. It identifies Android malware from two
static and dynamic analytical perspectives. Using
machine learning, it is feasible to successfully
identify malware with Android malware. The
combination of static analysis and dynamic
analysis may simultaneously increase detection
accuracy and efficiency [68]. A portable malware
position was peoposed to display the speed up
the efficiency of operation classifier with 9
movement highlights. The model also uses
grouping techniques like stream, package and
time-based highlights to describe families of
malware. Mobile malware is thus pernicious and
therefore it is essential for users to provide a fast
and accurate detection method, Minimize
malware investigation costs by picking
representative samples only 8.5 % to 22 percent
(12). They suggested a malware identification
scheme to safeguard the protection of Android
that protects the privacy (or assets) of telephone
vendors, consumers and security service
providers. It identifies malicious applications in
app stores of telephone providers and on phones
of consumers without exchanging data, First, the
privacy problems of current static and

highlighted; runtime actions of apps and malware
signatures with others. Fig. 1, illustrates the
architecture of Droid Deep as (Dynalog-Dynamic
Analysis and Deep Leerning Classifiers). The

mechanism of the system starts with
Benigm/Malware, then Real Phones, after
that Logs Files, finally Features
Extraction/Selections.

They suggested DL-Droid, a deep learning
framework used in state-of-the-art input
generation to detect malicious apps from

Android. Experiments on actual devices per
developed with more than 30,000 applications
(benign and malware). They introduced DL-
Droid, an advanced dynamic analysis system for
the identification of Android malware, Droid uses
profound learning with a standard input
generation technique, although it has the
potential to use the popular Monkey platform in
state-of-the-art practice (stateless method). This
is the first study to examine profound learning
with  complex  functions  derived from
smartphones utilizing actual mobile. Their
findings also emphasize the importance of
enhanced input generation for complex analytical
systems built to identify Android malware through
machine learning [73]. Today, several
smartphone operating systems are used,
including various formats and market shares.
Mobile networks, like other information systems,
are sensitive to virus assault. Detection of
malware is very critical and is a must-deliver
method for protecting and minimizing private
data in any system. The objective of theie workr
was to create a user profiing method for the
mobile identification of malware. The vulnerability
of any malware identification strategy has
already been noted and debated [74]. With the

dynamic malware detection methods are spread of.
- Dynalog - Dynamic Analysis Deep Learning Classifiers N
S . New APKs
Real Phones ) \
e 1
as as
a | |} o o / Hidden Hidden Hidden
- sEs wmes
(2.0 010 2) ;
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N

Fig. 2 Architecture of Droid Deep [73]
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Android-based smart Internet of Things (loT),
malicious Android apps for loT devices have
attracted the publicity because of their privacy
and property loss concerns. Their paper
introduced Eve Droid, a malware identification
framework designed to allow detection of Android
and loT malware, which allows the loT world
safer by decreasing malicious software running
on Android-equipped smartphones. Due to API
changes, they were able to capture previously
unseen activities. The results also demon strate
that EveDroid is more accurate and robust to
malware evolvement compared to existing
detection systems [75]. Classification utilizing
machine learning was an important class of
malware security solutions. They proposed a
new classification method based on the findings
of a longitudinal analysis on Android applications
focusing on their complex behaviour. The key
lesson learned is that learning software
development offers a promising way to identify
malware over the long term, they have examined
a new approach centered on an evolutionary
characterization of smartphone behaviours.
These results showed the potential of long-term
malware identification approaches focused on
evolution [76]. A comparison was done to
accessible Android malware datasets with 15 key
requirements and identifying key weaknesses. In
this portion, they proposed the second part of
CICAndMal2017 which incorporates new feature
sets such as static permissions and attempts and
the appended API calls. In the portion of
dynamics [77]. In recent years, many mobile
malware detection systems have been
suggested to deal with this issue. Their paper is
about the survey of current smartphone detection
systems for malware. Their paper includes a
systematic investigation of some accurate
structures built on a method of static analysis. It
explains and evaluates each scheme. In addition,
both programs are similar to a tutorial on
techniques. Malware detection is considered a
key precondition for Android Operating System to
defend mobile users from personal theft of
privacy [78]. Two kinds of characteristics,
permission requests and system calls are
examined as a technique to identify malware, in
their study. The model used permissions to get
an accuracy of approximately 80% and system
calls to reach a classic cation accuracy of about
60%. Their article analysed two major
characteristics for Android malware detection,
permission and system calls, and applied
machinery education to both. The results
suggested that permission data is better for
malware detection than system call data [79].
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Their paper is based on Android and learning
machines. It identifies malware from two static
analytical and dynamic analytical aspects. With
machine learning for Android malware detection,
it is feasible to identify malware successfully.
Static analysis and dynamic analysis may
simultaneously increase detection accuracy and
efficiency, to discover malicious software, a
security technique must be developed. The
exponential growth in the amount of Android
malware presents great challenges for malware
programs because the number of malware
samples is overwhelming. They worked to build a
new framework that automatically classifies
Android malware samples with high precision
and accelerates malware detection efficiently by
proposing representative malware screening
samples. Android is more efficient and reliable
than advanced methods. Malware inspection and
malware raising to avoid analysis. It offers
significant knowledge for the identification and
inspection of malware and increases malware
levels to avoid review [80]. Due of Android's
open nature, an investigating a number of
various malware methods of detection such as:
MalDozer, Droid Detector, Droid Deep Learner
and Deep Flow. It employs a static analysis
approach as well as an API technique. MalDozer
is used to detect malware in the Convolution
Neural Network, Whether or if an android
application is contaminated with malware without
a facility, Our goal is to create a profound
learning model  which can  recognize
automatically [81]. In order to train the pre-
processed sequences, next utilize two deep
learning methods: DexCNN and DexCRNN. Two
meth- abilities have been examined on a data set
of 80 0 benign APKs and 80 0 malignant APKs,
Your study presents two detection approaches
for end-to-end malware without human
engineering. First, utilizing the sample retrieval
technique to pre-process the classes.dex APK
file. DexCNN can achieve accuracy of 93.4
percent, while the DexCRNN can reach accuracy
of 95.8 per cent. Other comparable malware
detection tasks may readily be expanded to the
approaches given [82]. This mode of detection
increases to some level the detection accuracy.
The random forest method has been upgraded to
yield flourishing sets. Then the approach is used
Rules for sensitive authorization, to analyse this
detection mechanism and validate the efficacy of
the system, a number of assessment approaches
have been applied. Utilized to assess the method
of detection and to validate the system's efficacy
[83]. DAMBA, a novel prototype system based on
C/S architecture, is presented in their article.
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DAMBA extracts the application's dynamic and
static characteristics. TANMAD-method was
provided, a two-step methodology for detecting
malware from Android, which minimizes the
spectrum of probable families of malware.
Numerous optimization ideas were provided for
hybrid analysis to achieve improved efficiency
and precision in their papers. The complicated
computation work of the PC customer was
finished to maintain the limited resources of the
mobile customer [84].Cloak & Dagger, a specific
kind of assaulting action, is detailed in length.

Detection algorithm for harmful software
packages, The Cloak and Dagger attack
algorithm is presented for the detection of

malicious software packages. It is suggested that
you conduct a Cloak and Dagger assault [85].
The detection will be measured using three
Distinct  classifications:  K-nearest  (KNN),
Random Forest (RF) and Decision Tree (DT). In
the identification and classification of computer.

Malware, a visualization methodology was used,
although not many trials concentrated on Android
operating system. By utilizing the Random forest
machine  learning method on picture
characteristics created from APK samples, the
suggested study could reach 84.14 percent
detecting accuracy [86]. The technology has
been used to build a framework named the
ONAMD Online Android Malware Detection

data info, etc.). Next, the SVM and Random
Forest algorithm improves the capacity of
malware simulation to identify the program as
benign or harmful. The method has
been extended to 600 applications. The
experimental results indicate that the solution
takes half-time and higher reminder rates than
Androguard [87]. By utilizing the Random forest
machine  learning  method on picture
characteristics created from APK samples, the
suggested study could reach 84.14 percent
detecting accuracy. Android malware has been
detected daily such that malware analysts find it
tough to identify it. For autonomous learning, the
detection is done and compared using three
distinct classifiers: KNN, Random Forest and
Decision Tree (DT).Less costly memory
representation and hence speed up the learning
process [88].

4. DISCUSSION AND COMPARISON

After browsing the most related previous works
and explaining the depended algorithms in the
field of malware detection faced Android
operating systems, it is very important to provide
a summary of them. This has been done by
making a comparison among all addressed
related works in previous section, the
comparison is done depending on terms of

o (Model, Methods, Algorithms, Achieved
Apprloach, The ONAMD |n|lt|allly collects th.e Objectives, and Significant Results)
details (e.g., requested permissions, and basic
Table 1. Analysis and Results of the Existing Systems for Malware Detection
Ref. Model Methods/ Achieved Significant
Objectives Results
Algorithm
[4] model that combines  Intelligence This study achieves high
the advantages of _ provides an accuracy of
static analysis, Machine effective and malware detection
dynamic analysis Learning accurate solution  via efficiency

Each malware
detection technique's
flaws were
highlighted.

(5]

to this problem

The objective of
the paperis to
create a user
profiling method
for the mobile
identification of
malware.

Based on mobile
user profile, it may
be utilized
effectively.
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Ref. Model Methods/ Achieved Significant
Objectives Results
Algorithm

[11] Some classification f-method, Their project was It was discovered
algorithms have been receiver designed to test that multi-layer
evaluated in their operating curve  Android malware perceptron
research to assess (ROC) classification _
best performance algorithms. Performs best with

an accuracy of
99.4%.

[13] Proposed a new machine learning The key lesson These results
classification method learned is that showed the
based on the findings learning software  potential of long-
of a longitudinal development term malware
analysis offers a promising identification

way to identify approaches
malware over the  focused on
long term evolution.

[17] ONAMD Online the SVM and The experimental
Android Malware Random Forest results indicate
Detection Approach algorithm that our solution

takes half-time and
higher reminder
rates than
Androguard

[65] Removes Uncertainty Metropolis To learn and Our solution
permissions, and . classify, use these decreases
extracts certain algorithm essential detecting, achieve
permission features. permissions 93.5 percent for

the accuracy of
harmful program
detection.

[68] Built FalDroid, a new Malware Minimize malware
framework that inspection and investigation costs
automatically malware raising to by picking
classifies Android avoid analysis. representative
malware samples only 8.5

% to 22 percent

[70] The model also uses machine learning It is essential for This study

grouping techniques
like stream

users to provide a
fast and accurate

condenses the
progression
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Ref. Model Methods/ Achieved Significant
Objectives Results
Algorithm
detection method.  of malware
detection
techniques
supported

[71] First, the privacy PPMDroid To conserve Large evaluation

problems of current method bandwidth and findings with real
static and dynamic speed up the malware samples
malware detection process with many show the reliability
methods are optimizations. and efficacy of the
highlighted method

[72] The method will deep learning The usage of cell  This reduced the

combine both static phones is reliability of those
and evolving effects increasing and solutions
of study sadly, cyber

criminals are

constantly

targeting mobile

phones.

[73] DL-Droid, deep learning To detect Our findings also
malicious apps emphasize the
from Android. importance of

enhanced input
generation for
complex analytical
systems built

[76] designed to allow EveDroid Due to API The results also

detection of Android changes, they are  demon strate that
and loT malware able to capture EveDroid is more
previously unseen accurate and
activities. robust to malware
evolvement
compared to
existing detection
systems
[771 Proposed the second CICAndMal2017 the main targets At the first layer,

part of
CICAndMal2017

for attackers to
unleash
destructive

they were
successful 95.3 %
with Static-Based
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Ref. Model Methods/ Achieved Significant
Objectives Results
Algorithm

intentions Malware Binary,
83.3 % with
Dynamic-Based,
and 59.7% with
Dynamic-Based at
the second layer.

[79] The model used machine learning The results
permissions to get an suggested that
accuracy of permission data is
approximately 80% better for malware
and system calls to detection than
reach a classification system call data.
accuracy of about
60%.

[80] It identifies Android machine learning It is possible to Improve precision
malware from two classification effectively detect and efficiency of
static and dynamic malware. detection.
analytical
perspectives

[82] study presents two deep learning In order to train DexCNN can
detection approaches DexCNN and the pre-processed achieve accuracy
for end-to-end DexCRNN sequences of 93.4 percent,
malware without while the
human engineering DexCRNN can

reach accuracy of
95.8 per cent.

[83] Utilized to assess the random forest This method The sensitive
method of detection . increases to a allowance rules
and to validate the algorithm certain degree the  approach is used
system's efficacy. detection accuracy

[84] DAMBA collects TANMAD to preserve the In order to improve
application's static Algorithm mobile client's efficiency and
and dynamic limited resources precision,
characteristics.

[85] Itis suggested that Cloak and The market for Enables the
you conduct a Cloak  Dagger attack mobile operating detection of all
and Dagger assault.  algorithm systems is potentially harmful
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Ref. Model Methods/ Achieved Significant
Objectives Results
Algorithm
expanding. programs on a
mobile device's
operating system.
[86] The detection willbe  GIST descriptor  to create a Achieve 84.14%
measured using three malware accuracy detection
distinct classifications application for
(KNN), (RF) and Android devices
(DT).
[88] Our solution use the  aneural network  For autonomous Less costly
matrix representing learning, memory

the system calls
gathered and the
CNN model input

employed a neural
network, and to be
more specific

representation and
hence speed up
the learning

process

Table below compares several suggested
methods for detecting Android malware, one of
which is based on machine learning algorithms. It
is the most effective method among all, and it is
utilized more often than the others. Various

machine learning techniques have been
considered in the development of malware
detection systems, Machine learning-based

classification was an important class of malware
protection methods. Next, treated on DexCNN
and DexCRNN, the two deep learning
techniques. Moreover, the research provides two
detection methods for end-to-end malware
without human engineering, which were tested
on a data set of 80 0 benign APKs and 80 0
malicious APKs. The system comparison is
beneficial in gaining insight into the systems
utilizing a static analysis method for Android
Malware detection. The metrics shown in the
table are used to evaluate the system's
performance and functionality. As well as this
section contains a short description of the
parameters. We considered different types of
Android malware detection technologies using
various deep learning techniques. Because of
Android's open nature, we're looking at a variety
of malware detection techniques, including: Deep
Flow, MalDozer, Droid Detector, and Droid Deep
Learner also We advised a neural network for
automatic learning, and moreprecisely the
Convolutional Neural Network (CNN).
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5. CONCLUSION

This paper introduces a good basic
understanding of Android malware detection
technologies. Malware detection is one of the
importan approaches depended for the Android
Operating System's security. The comparison in
this work is based on the various techniques
presented. The detection techniques using hybrid
analysis and deep learning are both accurate
and scalable. This is also the case for machine-
based learning detection. Previously
undiscovered malware kinds can be detected,
and this could improve the efficiency of detection
performance. The strategy that reports all the
constraints of static and dynamic analysis
methodologies must be introduced to identify
hybrid malware. Research is still ongoing in this
area to enhance the accuracy and reliability of
systems.
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